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1
Decision/action requested

It is requested to approve the proposed content for new solution to TR 33.861
2
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Rationale

One of the scope in TR 33.861 [1] said that

“Capture massive MTC related 5G requirements in other 3GPP documents and further analyse them from security point of view.”

Thus, the contribution proposes to add a table in Annex to capture potential IoT security related key issues from other 3GPP document for people to analyse from security point, and provides a reference.
TR 23.724 [2] is almost done. KI#1 Support for infrequent small data transmission and KI#2 Frequent small data communication require related security procedure, thus, it should be considered. KI#7 Overload Control for small data requires 5GC to provide suitable overload control mechanism, however, the overload may be triggered by DoS attack. Thus, it should also be considered.
TR 23.791 [3] is almost done too. KI#8 Performance improvement and supervision of mIoT terminals requires 5GC to support supervision of 5G IoT UE based on NWDAF output, the NWDAF could detect misused and hijacked UEs, which may be output DDoS attack. Thus, it should also be considered too.
4
Detailed proposal
***********************Start of the 1st change************************

Annex X:
IoT Security Related Requirement in other 3GPP Document
	TR Doc
	Key Issue
	Security Relationship
	Candidate Solution
	Final Decision
	Related Key Issue in this TR

	TR 23.724
	#1 Support for infrequent small data transmission
	Security for the solution 
	1, 2, 3, 4, 6, 40
	TBA
	KI#2, KI#3

	
	#2 Frequent small data communication
	Security for the solution

Limit security overhead
	5, 7, 19, 29, 36, 41
	TBA
	KI#1, KI#2, KI#3

	
	#7 Overload Control for small data
	May be caused by DoS attack
	27, 29
	TBA
	KI#4, KI#5

	TR 23.791
	#8 Performance improvement and supervision of mIoT terminals
	Monitoring misused or hijacked 5G IoT with misbehaviour 
	8, 21
	TBA
	TBA


***********************End of the 1st change*************************
